PCI Data Security Validation Services Pre-Enrollment Form    
TrustKeeper Portal Tool Provided by Trustwave through OSC 

tr
Participant Information

Chain Number:

     
Participant Name:
     
Main Address:

     
City:   


     
State:   


     
Zip:   


     
Participant Category

Select one of the following:

  FORMCHECKBOX 
 General Govt. Agency;  FORMCHECKBOX 
  University;  FORMCHECKBOX 
  Community College;  FORMCHECKBOX 
  Local Unit of Govt;    FORMCHECKBOX 
  LEA
Comment:      

Primary PCI Data Security Contact

This is normally the person who will be completing the registration process on the TrustKeeper Portal.

PCI DSS Contact:
     
Title:


     
Phone: 


      



Fax:      
E-mail ID:

     
Previous Enrollment Status

Select one of the following:

  FORMCHECKBOX 
 First time enrolling in TrustKeeper

  FORMCHECKBOX 
 Currently enrolled in TrustKeeper at the merchant number level - now enrolling at the chain level.
I understand that the individual merchant number(s) will be deleted from TrustKeeper and only one chain number will be added for my agency.

Services Being Subscribed To
Select one of the following:

  FORMCHECKBOX 
 Self-Assessment Questionnaire (SAQ) Only (Agency has no web-facing IP addresses to be scanned)

  FORMCHECKBOX 
  SAQ and Vulnerability Scanning (Agency has one or more web-facing IP addresses to be scanned)
Merchant Numbers Rolling Up to Chain Number – At time of enrollment
The annual Self-Assessment Questionnaire (SAQ) should be answered taking all the merchant numbers associated with the chain number into consideration.  The agency may desire to complete a separate SAQ offline for each merchant number to support the single online SAQ that the agency must submit for the entire chain on an annual basis.
After being pre-registered, the entity will receive an email providing instructions to complete the registration. At that time, the entity will enter any and all web-facing IP addresses that require scanning.  The entity will be able to add or delete online any IP addresses that may change in the future.
The list below is to be used to assist in verifying that all merchant numbers associated with the chain number have been identified at the time of pre-enrollment only.
	Merchant Number
	Merchant Name

(Submit attachment is necessary)
	Has IP Address

Requiring Scanning

(Yes / No)

	     

	   
	   

	     

	   
	   

	     

	   
	   

	     

	   
	   

	     

	   
	   

	     

	   
	   

	     

	   
	   


Name of Participant Official Submitting this Pre-Enrollment Form

  







The individual below asserts that he/she has the authority to request pre-enrollment in TrustKeeper for the purposes of obtaining PCI Data Security Validation Services. 
Preparer’s Name:
     
Title:   


     
Telephone Number:
     
Email:


     
The email address should be the same as the email address as that of the “sender” of an email with this form as an attachment.


Note: The person who will receive the email from Trustwave Support to complete the registration process will be the individual indicated in the “Primary PCI Data Security Contact” section above.
Any regular communications regarding operational and non-compliance issues will be sent to the Primary PCI Data Security Contact, with any escalation communications being sent to the agency’s CFO on file with the OSC.

INSTRUCTIONS


This Pre-enrollment Form is to be completed by an entity required by the Office of the State Controller (OSC) to pre-enroll in the “PCI Data Security Validation Services” statewide contract that OSC has with Trustwave, a Qualified Security Assessor (QSA).   All participants currently enrolled or desiring to enroll in the Merchant Card Master Services Agreement  (Contract No. 14-06002) that OSC has with SunTrust Merchant Services (STMS) are required to also enroll in the TrustKeeper Portal Tool to allow the participant to be “validated” as being “compliant” with the PCI Data Security Standard (PCI DSS).  Results (status) of the compliance validation may periodically be shared with SMTS as may be requested from time-to-time to assist in the “attestation of validation of compliance.”





Enrollment in the TrustKeeper Portal Tool allows for two types of services to be obtained from Trustwave: 1) Remote Validation Services (Completion of the appropriate online Self-Assessment Questionnaire – on an annual basis); and 2) Performing of vulnerability scanning of all web-facing IP addresses – on a monthly basis, if applicable.





There are two options for participating, depending upon the card capture applications being utilized: 1) Self-Assessment Questionnaire (SAQ) only; or 2) SAQ and Vulnerability Scanning.





Only one pre-enrollment form is to be completed by each participant (also referred to as a “chain”), regardless of the number of outlets (merchant numbers) the participant may have. (Unless an exception has been granted by OSC.)





Once this pre-enrollment form is received by OSC, the entity’s chain number will be “pre-registered” by OSC in the TrustKeeper Portal Tool.  The entity’s designated PCI Data Security contact will then receive an email from TrustKeeper Support providing additional instructions to complete the registration.  At that time, the entity will complete the additional information regarding all capture methods used by the entity, as well as the total number of annual transactions for the entire chain. If the entity has web-facing IP addresses that require scanning, it will be prompted to enter the addresses at that time as well.





Submit the completed enrollment form to the following address:


	OSC Central Compliance Section


      	Office of the State Controller


1410 Mail Service Center


Raleigh, NC 27699-1410


Attn:  SECP





Alternatively, this enrollment form may be submitted by email to: � HYPERLINK "mailto:osc.secp.info@osc.nc.gov" �osc.secp.info@osc.nc.gov� 





Notes:


Participants not previously enrolled in TrustKeeper, due to not having IP addresses required to be scanned, must now enroll to facilitate the online Self-Assessment Questionnaire (SAQ). The entity should determine which version of the SAQ should be completed (e.g., A, B, C, or D).





Participants previously enrolled in TrustKeeper at the “merchant number / outlet” level are now required to re-enroll at the “chain” level, which allows reporting at the “Doing Business As” (agency) level.


The chain-level enrollment accommodates multiple web-facing IP addresses.  Individual IP addresses can be added or deleted as needed by the entity.


If an entity has multiple merchant numbers, it may desire to complete individual paper-based SAQs offline, and then complete one consolidated SAQ online.  The entity should determine which version of the SAQ should be completed (e.g., A, B, C, or D).


Enrollment(s) of the individual merchant number(s) will be deleted by OSC as of July 17, 2008.


The entity will have a new SAQ anniversary date, based on when the new SAQ is completed for the chain. If scanning was performed, new scanning dates will be scheduled for the IP addresses.
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