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In the News

Â Major retailers report card numbers stolen due to security breaches
Å TJ Max (Largest breach in history ï94 million card numbers in 2007)
Å Heartland Payment Systems  (Unknown card numbers in 2008)
Å Hannaford Foods
Å BJôs Wholesale Club
Å OfficeMax
Å Boston Market
Å Barnes & Noble
Å Sports Authority

Â Class action law suit filed against retailers for negligence

Â Retailers pay fines levied by Visa and MasterCard
Å TJ Max agreed to pay $60 million to card networks to settle complaints

Â Security breach affects bond rating of retailers



Data Security Policies

Â Participants in OSCôs Master Services Agreement 
with SunTrust Merchant Services (STMS) are 
subject to certain policies regarding data security

Â Two specific OSC E -Commerce policies:
ÅSecurity and Privacy of Data
ÅCompliance with PCI Data Security Standards
http://www.osc.nc.gov/SECP/SECP_Policies.html

Â Policies require agencies to:
ÅAdhere to card association rules and PCI Data 

Security Standards
ÅEnroll in Validation Service provided by 

Trustwave to attest validation of compliance


