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The Enemy

Hacker

Fines & Lawsuits

TJ - Max - $60 Million

Major PR impact

Major Security 
Breaches

ÅTJ- Max

ÅHeartland

ÅHannaford Foods

ÅBJôs Wholesale

ÅOffice Max

ÅBoston Market

ÅBarnes & Noble

11 TJ - Max 
Hackers caught

ÅUS

ÅUkraine

ÅChina

ÅEstonia

ÅBelarus

In - house staff

70 % of all 
database breaches 
are internal



Fiscal Staff Response

After a Security Breach

�„ I thought my IT Department was taking care of that

�„ I thought we had a secure website with a firewall

�„ I �G�L�G�Q�¶�W���N�Q�R�Z���P�\���I�L�O�L�Q�J���F�D�E�L�Q�H�W�V���K�D�G���W�R���E�H���V�H�F�X�U�H�G

�„ I �G�L�G�Q�¶�W���N�Q�R�Z�����������R�I���D�O�O���G�D�W�D�E�D�V�H���E�U�H�D�F�K�H�V���D�U�H���L�Q�W�H�U�Q�D�O

�„ I thought outsourcing to a vendor relieved me of the 
responsibility

�„ The �P�H�U�F�K�D�Q�W���D�J�U�H�H�P�H�Q�W���Z�L�W�K���W�K�H���E�D�Q�N���G�L�G�Q�¶�W���V�S�H�F�L�I�L�F�D�O�O�\��
indicate we would be responsible for fines


